2

Tl

NEAATOrAM o6 MHOOPMALIMOHHOW BE3OMNMACHOCTHU

Koraa peyb 3axoamt 06 nHdopmaumoHHoM 6e3onacHOCTMN, 06bIYHO Mbl HAYMHAEM
AyMaTb O KOMMblOTepax, CeTaX, MHTepHeTe K Xxakepax. Ho ansa obpasoBatenbHoOW cpeabl
npobsemMa CTOUT WKMpE: B OrpaxaeHMn yyallerocs ot MHdopMaumm, KoTopasi MOXeT
HeraTMBHO MOBMUATb Ha ero opMMpoBaHMe N pas3BUTUE, TO eCTb O NponaraHae
pPa3/INYHON HAaNpPaBNEHHOCTM!.

MoHsTMe nHcopMauMoHHOM 6e30nacHOCTH

Moa nHbopMaUMOHHOW 6&e30NacHOCTbI0 MOHMMAETCA 3aLUULLEHHOCTb MH(POPMaLMOHHOWN
CUCTEMbI OT C/ly4amHOro UAn npeaHaMepeHHoro BMelwaTenbCTBa, HaHocaLWwero yuwepb
BNnajenbLuaM Ui rnonb3oBaTensam nHdopmMaumn.

Ha npakTuke Ba)XHENLIMMWU ABAAIOTCA TPWU acnekTa MHPOpMaLMOHHON 6e30MacHOCTH:
e [OCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOEe BpeMs NnonyvnTb Tpebyemyto
MHPOPMALMOHHYIO YCIYTY);
e LENIOCTHOCTb (aKTyaslbHOCTb M HEMPOTUBOPEUMBOCTb MHMOPMaUNK, ee
3alMLWEHHOCTb OT pa3pyLleHnUss U HECAaHKLMOHMPOBAHHOIO U3MEHEHUS);
e KOH(MUAEHUMANbHOCTb (3aWmTa OT HECAHKLMOHUPOBAHHOIO NPOYTEHUS).

HapylleHus AOCTYNMHOCTU, LENOCTHOCTU M KOHpUAEHUMANBbHOCTM MHDOPMaLMN MOryT
6bITb BbI3BaHbl pasIMYHbIMW ONACHbIMU BO3AENCTBUAMWN Ha MHDOPMALIMOHHbIE
KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHDbIE YIPO3bl VIHdDOPMALI,VIOHHOVI BE3OIMNMACHOCTMH

CoBpeMeHHas MHMOpMaLMOHHAsA CMCTEMaA NpeacTaBaseT cob0M CNOXHYIO CUCTEMY,
COCTOSILLYO M3 60bLIOro YMCsia KOMMOHEHTOB Pa3/INYHOM CTEMEHN aBTOHOMHOCTH,
KOTOpble CBSi3aHbl MeXAy Cob0on N 06MeHMBATCA AaHHbIMU. [pakKTUYeCKn KaXkabli
KOMMOHEHT MOXET NOABEPrHYTbCS BHELIHEMY BO3AENCTBUIO UM BbINTU N3 CTPOS.
KoMMNoOHeHTbl aBTOMaTU3NPOBAHHOM MHMOPMALIMOHHOM CUCTEMbI MOXHO pa3buTb Ha
cneaywouwme rpynnbi:

AnnapartHbie cpeAgcTBa. DTO KOMMNbIOTEPbLI U X COCTaBHble YacTu (MpoLeccopsl,
MOHUTOPbI, TEPpMUHANbI, NepudepuiiHbie YCTPONCTBa — NPUHTEPLI, KOHTPO//IEPHI,
kabenu, NMHUKN CBA3N U T.A4.);

MNMporpammHoe obecneyeHue. JTO NpMOBpPeTEHHbIE MPOrpamMMmbl, UCXOAHbIE,
06beKTHbIe, 3arpy304Hblie MOAY/IN; ONepaLNOHHbIE CUCTEMbI U CUCTEMHbIE NMPOrpamMMbl
(KOMMUASATOPbI, KOMAOHOBLUMKK U AP.), YTUNUTbI, AMAarHOCTUYECKNE NMPOrpaMmbl U T.4.;
AdaHHble, XpaHMble BPEMEHHO W MOCTOSIHHO, Ha AMCKaX, G3lWKax, NneyaTHble,
apXUBbl, CUCTEMHbIE XYPHasbl U T.A.;

MNMepcoHasn. MNonb3oBaTeNn, CUCTEMHbIE aIMUHUCTPATOPbI, MPOrpaMMUCTbI U Ap.

OnacHble BO34ENCTBUSA HA KOMMbIOTEPHYO MHPOPMALIMOHHYO CUCTEMY MOXHO
noapasaennTb Ha CnydalHble U NpegHaMepeHHble. AHaNN3 onbiTa NPOEKTUPOBAHKUS,
N3roTOB/IEHUS U IKCMyaTaunm MHMOOPMALMOHHbBIX CUCTEM NOKa3blBAET, YTO
nHdopMaumsa noaBepraeTcs pasfIMYHbIM Clly4YaHbIM BO34AENCTBUAM Ha BCEX dTanax
LMKA XU3HU CUCTEMbI. [TpUYnHaMmn cnydyamHbiX BO3AENCTBUI MPWU SKCNyaTauum MoryT
6bITb:

e aBapWMHble CUTyaUUM U3-3a CTUXUINHBbIX 6e4CTBUA N OTKITHOYEHUN

3NEeKTPONUTaHUS;

e OTKa3sbl n cbon annapaTtypsbl;

e OwWwmMbKM B NnporpaMMHOM obecneyeHnu;

e owmnbkM B paboTe nepcoHana;

e [OMEXU B JIMHUAX CBA3WN N3-3a BO3AENCTBUIM BHELLHEN Cpeabl.

MpeaHaMmepeHHble BO3AENCTBUS — 3TO Le/leHanpaB/ieHHble AEACTBUA HapywuTens. B
KauyecTBE HapyLWuTeNs MOryT BbICTyNaTb CNYyXallMi, NOCETUTENb, KOHKYPEHT, HAEMHUK.
[JencTtBus HapywmnTens MoryT 6biTb 06yCcnoBieHbl pa3HbIMM MOTUBaMMU:

e HEeOOBONIbCTBOM CNYyXallero CBOEW Kapbepon;
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e B3ATKOW;

e 060ONLITCTBOM;

e KOHKYpEHTHOW 6opbboin;

e CTpeM/IeHMEM CaMOyTBepPAUTLCS N0O60N LeHOMN.

MO>XHO COCTaBUTb M’MMNOTETUYECKYO MOAENb NOTEHLUNANIbHOIMO HapYLLINTENS:
e KBaNMMdMKaLUMA HapYLUUTENS HA YPOBHE pa3paboTumka AaHHOM CUCTEMbI;
e HapywuTeneMm MoxeT 6biTb KaK MOCTOPOHHEE SINLO, TaK 1 3aKOHHbIN
noab3oBaTeslb CUCTEMbI;
e HapyWwMuTEN U3BECTHA MH@OpMaLMs 0 NpuHUMNax paboTbl CUCTEMbI;
e HapywwuTenb BblbupaeT Hanbonee cnaboe 3BeHO B 3alUUTE.

Hanbonee pacnpocTpaHeHHbIM N MHOrO06pa3HbIM BUAOM KOMMbIOTEPHbIX HapyLleHUin
ABNSETCA HECAaHKLUMOHMPOBAHHbIM A0CTYMN. HECAHKUMOHNUPOBAHHbLIAN AOCTYN UCMONb3YyeT
nobyto ownbKy B cucTeMe 3alUnTbl U BO3MOXEH MpU HepauMoHanbHOM Bblibope cpeacTs
3alWmMTbl, X HEKOPPEKTHON YCTaHOBKE WU HacTpolkKe.

MpoBeneM knaccndukaumio KaHanoB HECAHKLUMOHUPOBAHHOMO A0CTYyNa, MO KOTOPbIM
MOXXHO OCYLLECTBUTb XULLEHNE, N3MEHEHME NN YHUUTOXEHNE NHpopMaumn:
Yepes yenoBeka:
e XUUWEHNE HoCcuTenem nHdopmaunm;
e YTeHMe MHdOopMaLMKM C IKpaHa UM KnaBuaTypbl;
e YyTeHue nHdbopMaLnnM 13 pacneyaTku.
Yepe3 nporpammy:
e repexBaT Naponen;
e JgelwndpoBka 3awmndpoBaHHON MHMOpMaLMK;
e KOMUpoBaHWe MHdbOpMaLNK C HOCUTENS.
Yepe3 annapartypy:
e MOAK/IIOYEHME CreymanbHO pa3paboTaHHbIX annapaTHbIX CPeacTs,
obecneumBaoWnX AOCTYN K MHpOpMaLUmu;
e nepexBaT NOB60YHbIX SNEKTPOMArHUTHbIX U3TyYEHUI OT annapaTypbl, TNHUN
CBSI3U, CEeTelr aneKTponuTaHna u T.4.

Ocob0 cnepgyeTt OCTaHOBUTLCS Ha yrpo3ax, KOTOpPbIM MOryT noABepraTbCcs
KoMMbloTepHble ceTn. OCHOBHasi 0COBEHHOCTb /t060N KOMMbIOTEPHOW CETU COCTOUT B
TOM, YTO ee KOMMOHEHTbI pacnpeaeneHbl B NpoCcTpaHcTBe. CBA3b MeXAy y3n1aMu cetu
ocylecTBnseTcs GM3andeckn C MOMOLLbI CETEBbLIX JIMHUIA U NPOrPaMMHO C MOMOLLbHO
MeXxaHu3Ma coobuieHui. Mpu 3TOM ynpasnsatowme coobLieHns u gaHHble,
nepecblnaeMble Mexay y3namum ceTu, nepeaatoTcs B BUAE NakeTtoB obmMeHa.
KoMnblOTEpPHbIE CETU XapaKTepHbl TEM, YTO MPOTMB HUX NpeanpUHMMAlOT Tak
Ha3blBaeMble yAaneHHble atakn. HapywuTenb MOXeT HaXoANTbCS 3a TbICAUM
KMNOMETPOB OT aTaKyeMoro o6bekTa, Npy 3TOM HanageHMI0 MOXET NoABepraTbCs He
TONIbKO KOHKPETHbIN KOMMbIOTEP, HO N MH(OPMauusa, nepeaaroLlascs nNo CeTEBbIM
KaHasaM CBS3M.

O6ecneueHue nHpoOpMaLMOHHOW 6e30NacHOCTU

dopMmnpoBaHme pexmnMa MHHopMaUnMOHHOM 6e3onacHOCTU — NpobneMa KOMMAeKCHas.
Mepbl N0 ee peLleHNI0 MOXHO NoApPa3AeUTb Ha NSATb YPOBHEN:
1. 3akoHogarTeIbHbINA. DTO 3aKOHbl, HOPMATUBHbIE aKTbl, CTAaHAAPTbI U T.M.

HopMaTnBHO-npaBoBas 6a3a onpeaenstowas nopsaoK 3alunTbl MHMOPMaLNK:
2. MopanbHO-3TM4YECKMM. BCEBO3MOXHbIE HOPMbI MOBeAEHUsl, HecobntoaeHne
KOTOpPbIX BEAET K MageHU NpecTmxa KOHKPETHOro YesnoBeKa UM Lesiol opraHmsanuun.
3. AAMMHNCTPaTUBHbINA. [JencTBUs 06LLEero xapakrtepa, npeanpMHMMaeMble
PYKOBOACTBOM OpraHm3aumu. TakKuMmM AOKYMEHTAMWN MOryT ObIThb:
e MpWKas pykoBOAUTENS O Ha3HauYeHWM OTBETCTBEHHOMO 3a obecnevyeHune
MHdopMauMoHHOM 6€30NacHOCTH;
e JOJIKHOCTHblE 0693aHHOCTV OTBETCTBEHHOIO 3a obecnedyeHune
MHdopMauMoHHOM 6€30NacHOCTH;
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e epeyeHb 3aWmilaeMbiX MHHOPMALMOHHbBIX PpecypcoB K 6a3 AaHHbIX;
e WHCTPYKLMIO, ONpeaensoLLyo nopsaok npeaoctaBineHns nHdopMaumm
CTOPOHHMM OpraHmM3aumsaM rno Mx 3anpocaM, a TakXe rno npaBaM A0CTyna K
HEN COTPYAHUKOB OpraHu3auun.
4. dnznyeckmm. MexaHn4eckme, aNeKTpo- U 31EKTPOHHO-MEXaHMYECKME MPEenSaTCTBUS
Ha@ BO3MOXHbIX MYyTAX MPOHUKHOBEHWUS MOTEHLUMANbHbIX HapYyLMTENEN.
5. AnnapaTtHo-nporpaMMHbIi (3NEKTPOHHbIE YCTPONCTBA M CneunasnbHble NporpaMmmbl
3alnTbl MHPOpMaLMK).

MpuHATLIE MepPbI NO co3aaHuto 6e3onacHo MHMOPMALIMOHHOW CUCTEMbI B LLUKOSE:

e (ObecneyeHa 3aWmTa KOMMbOTEPOB OT BHELIHMX HECAHKLMOHMPOBAHHbIX
BO3AENCTBUIN (KOMMbIOTEPHbIE BUPYChI, Nornyeckmne 60Mbbl, aTakm XakepoB 1
T.4.)

e YCTaHOBJ/IEH CTPOrMiM KOHTPO/b 3a 3N1EKTPOHHOM No4YTOonN, obecneyeH
MOCTOSIHHbI KOHTPOJb 3@ BXOASLEN U NCXOAsILEN KOPPECMOHAEHUMEN.,

e YCTaHOBJIEHbl COOTBETCTBYIOLLME Napo/in Ha rnepcoHasnbHble K.

e Mcnonb3oBaHbl KOHTEHT-QUIBLTPbLI, 418 GUNbTpaUNM CakTOB MO UX
COAEPXMNMOMY.

EnMHas cOBOKYMHOCTb BCEX 3TUX MEpP, HanpaBfeHHbIX Ha NPOTUBOAENCTBUE Yrpo3aM
6€30MacHOCTM C LeNblo CBEAEHUS K MUHMMYMY BO3MOXHOCTM yliepba, obpasytoT
CUCTEMY 3aLUTHI.

CneunanucTbl, UMetoLme OTHOLWEHNE K CUCTEMEe 3alMTbl AO/KHbI MOMHOCTbLIO
npeacTasnsaTb cebe NpuHUMnbl ee PYHKUMOHMPOBAHUSA U B Cly4Yyae BO3HUKHOBEHUS
3aTpyAHUTENbHbIX CUTYyauMi afdekBaTHO Ha HUX pearnposaTb. o4 3aWMTON A0SKHA
HaxoamTbCs BCA cucteMma 06paboTkm nHpopmaumu.

Jlnua, 3aHmnMatowmnecs obecrneyeHmeM MHMOpPMaLUMOHHON 6e30NacHOCTM, AO/KHbI HECTH
JINYHYIO OTBETCTBEHHOCTb.

HagexHasa cucrema 3awmTbl A0/KHA 6bITb MOAHOCTLIO NPOTECTUPOBAHA M COorslacoBaHa.
3awmnTta ctaHoBuTCcHa 6onee apdekTUMBHOMN N TMOKON, eCnm oHa AOMYCKaeT U3MEHEHME
CBOMX MapaMeTpoB CO CTOPOHbI agMUHUCTPaTopa.

B 3akntoueHne cBoero Aoksiaga xoTenocb 6bl 4aTb HEKOTOPbLIE peKoMeHAaLMn MNo
opraHusauum paboTtbl B MHHOPMALIMOHHOM MPOCTPAHCTBE, UTO6bI y6epeub cebs U CBOMX
6/IM3KUX OT UHTEPHET-MPECTYMNHUKOB.

PekoMeHaauumn no opraHusauum pa6orTbl B UHPOPMALLMOHHOM NPOCTPaHCTBE

1. Nepen HayanoM paboTbl HEO6XO0AMMO YETKO CHOPMYNMPOBaAThb LieSib U BOMNPOC NOMUCKaA
NHdopMaLmu.

2. XXenaTenbHO BblpaGOTaTb ONTUManbHbIN aJiropuT™M nonckKa VIHCbOpMaLl,VIVI B CETU
VHTEepHET, UTO 3HAUUTE/IbHO COKPaTUT BPEMSA U CUJIbl, 3aTPayeHHble Ha MOUCK.

3. 3apaHee yCTaHOBUTb BPeEMEHHbIN NuMuT (2-3 yaca) paboTbl B UHHOPMALMOHHOM
NpoCTpaHCTBEe (MPOCMOTP Tenenepenayun, YyteHme, MIHTepHeT).

4. Bo BpeMsi paboTbl He06X0AMMO AenaTtb nepepbiB Ha 5-10 MUHYT ANna CHATUSA
dU3MYECKOro HaMpPSIXKEHUSA N 3PUTENbHOMN HArpysKu.

5. Heo6xoamMmo 3HaTb 3-4 ynpaXKHEHUS AN CHATUS 3PUTENIbHOIO HanpsXeHUs w
dun3nyeckom yctanocTm.

6. PaboTaTb B XOPOLLO NPOBETPEHHOM MOMELLEHNMN, NPU ONTUMASIbHOM OCBELLEHUN U B
yao6bHom nose.

7. He cTouT nerkoMbiciieHHO obpallaTbCs CO cnaMm-nnMcbMamMmm M 3axoanTb Ha
Hebe3onacHble Beb6-calTbl. /1 MHTEPHET-NPECTYNHUKOB Bbl CTAHOBUTECH JTIEFKOM
nob6bluen.
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8. Mpwu perncTpaumm B coumanbHbIX CETSX, HE YKa3blBalTe CBOW NepCOoHasbHble
[laHHble, HanpuMep: aapec Win AeHb POXAEHUS.

9. He ncnonb3yliTe B IOFMHE WX Napofie NepcoHasbHble AaHHbIE.

10. Bce o270 N0O3BOMISAET MHTEPHET-NPECTYNMHMKAM Mosly4YnTb JaHHble AOCTyna K

aKKayHTaM 3/IEKTPOHHOM MOoYThl, @ TakxXe MHpUUMpoBaTb AoMaluHue MK ans BKAYEHUS

nx B 60T-CeTb UNM AN NOXULLLEHUSA BAHKOBCKUX AaHHbIX poaUTENEN.

11. Co3manTe cobCTBEHHbLIN NPpOdUIb HA KOMMblOTEPe, YTObbl 06be3onacuTb
MHpOPMaLMIO, XPAHSLLYOCS Ha HEM.

12. He 3abbiBaiTe, uTo haKThbl, O KOTOPbIX Bbl Y3HaeTe B VIHTEPHETE, HY)XXHO OYEHb
XOpOLLUO NpoOBepuUTb, ecnu BblbyaeTe NCNOAb30BaTb UX B CBOEW AoMallHeN paboTe.
Llenecoobpa3Ho cpaBHUTb TPU UCTOYHUKA MHMOPMALNK, Npexae YeM peLllnTb, KakuM
MCTOYHMKAM MOXHO A0BEpAThb.

13. O 4OCTOBEPHOCTM MHMOPMaLIMK, MOMELLEHHOW Ha CaliTe MOXHO CyAuUTb NO CaMOMY
CanTy, Y3HaB 06 aBTOpax canTa.

14. Pa3mellas nHgopMaumio o cebe, cBOUX 6NN3KNX M 3HAKOMbIX Ha CTpaHuLax
couManbHbIX CETEN, CNpocuTe NpeaBapuUTENibHO pa3peLleHne y Tex, o KoM byaet aTa
nHdopMaLms.

15. He cneayet pa3mewaTb Ha CTpaHuuax Beb-cantoB cBou oTorpadum m

(bOTOFpaCbMM CBOUX BAU3KUX U 3HAKOMbIX, 3a KOTOPblIE BaM NMOTOM MOXET 6bITb CTbIAHO.

16. CobntogaliTe npaBmaa 3TUKK Npu oblweHnn B MHTepHeTe: rpybocTb NpoBoumpyeT
APYrMX Ha Takoe e noBeaeHue.

17. Ucnonb3ys B cBoel paboTe MaTtepuan, B3saTbi U3 MHHOPMALMOHHOIO NCTOYHMKA
(kHUra, nepuoanyeckast neyaTtb, MIHTEpHET), cneayeT ykasaTb 3TOT UCTOUYHUK
MHdOopMaLMM UK caenaTb Ha HEro CChbisIKy, ecnm Mmatepuan 6ol BaMm nepepaboTaH.
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